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Understanding Wi-Fi Security & Encryption 

*Please ensure you know the 80211 standard and security type currently being 
used on your wireless network before contacting our technical support staff. 

When connecting your Trimble Windows Mobile 6.5 handheld to a wireless network it's 

important to understand the fundamentals of wireless technology. 

You can connect via Wi-Fi to many different types of wireless networks provided by: 

 Wireless Routers 

 MiFi (Portable Wi-Fi Hotspot) 

 Phone (setup as a portable Wi-Fi Hotspot) 

 ...and more 

Your wireless router or device (iPhone, Mifi...etc.)  will support specific IEEE 802.11 standards 

and may also be setup as a secured network.  You'll need to establish the type of IEEE 8022.11 

standards that are available from your wireless network and the type of security being used 

(WEP, WPA, WPA2..etc) before trying to connect.  There are many different types of wireless 

networks (click here to find out more) but the most common are 802.11 b, 8022.11 

g and 802.11 n.  Many devices you already use are compatible with some or maybe 

all.   However, keep in mind that your Trimble device may not be compatible with all 

specifications, even if they are supposed to be backwards compatible. 

 

802.11b/g/n Standards: 
 
802.11b 
Transfers up to 11 Mbit/s on the 2.4 GHz band. May see interference from other devices also 

running in this band.  Other devices operating in the 2.4 GHz band include microwave 
ovens, Bluetooth devices, baby monitors and cordless telephones. 

 
 

 

 

http://www.frontierprecision.com/
http://en.wikipedia.org/wiki/IEEE_802.11
http://en.wikipedia.org/wiki/IEEE_802.11b-1999
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802.11g 

Transfers up to 54 Mbit/s using the same 2.4 GHz band as 802.11 b.  Has a greater distance 
range than 802.11 b.  However, like 802.11 b, it may see interference from other devices also 
running in this band.  Other devices operating in the 2.4 GHz band include microwave 

ovens, Bluetooth devices, baby monitors and cordless telephones. Generally backwards 
compatible with 802.11 b standards.  

 
802.11n 

Improving on the 802.11 b/g standards, 802.11 n operates at a maximum net data rate up to 54 
Mbit/s to 600 Mbit/s through four spatial streams at a channel width of 40 MHz.  It does this 
through a new technology called MIMO which is used to transmit data through multiple signals 

resulting in more range and a stronger signal than 802.11b/g. Generally backwards compatible 
with 802.11 b/g devices.  Can be used in the 2.4 GHz or 5 GHz frequency bands. 

 

Wireless security is the next thing to take into consideration.  Most Trimble Windows Mobile 

devices are setup and used in an outside environment ranging from a congested urban 

environment to remote places such as forests or fields.  Because of this you will need to 

consider your working environment and whether encryption is important to you. 

 

http://www.frontierprecision.com/
http://en.wikipedia.org/wiki/IEEE_802.11g
http://en.wikipedia.org/wiki/IEEE_802.11n

